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Enterprise Adopts “BYOD”; Tablets SkyRocket

“Top 11 Mobile Predictions for 2011”

#7: Enterprise Adopts BYOD Model
IT managers don't have it easy when it comes to provisioning and deploying smartphones...

February 20, 2011

After iPad’s Head Start, Rival Tablets Poised to Flood Offices

Ted Schadler, a VP and principal analyst with Forrester Research, expected that tens of millions of tablets would
be in use in America’s workplaces by 2015.

“It will be the fastest uptake of any device in the enterprise ever. Faster than PCs, faster than laptops and faster
than smartphones.”

Morgan Stanley predicts 51% of companies will be buying their employees tablet devices in 2011
while a further 16% will allow employees to use their tablet devices on their company networks
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Implications of Device Trends on Enterprise IT

Lack of Standardization Drives Up: Financial Risk of Lost Devices
Administration Costs
Support Costs
Security Risks

Compliance Risks
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Solution Challenge: Balancing Needs of Enterprise IT
and Mobile Users

Enterprise IT Needs: Mobile User Needs:
. Visibility

« Productivity
« Policy Enforcement

, I  Flexibility
« Security -

: = « Ease of Use
« Compliance

e Cost control
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Consistent Management Across Multiple Devices

Secure Remote Config/Policy SW/Firmware Usage
Connectivity Administration Management Update Reporting
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User: Bill Smith
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User-Centric Approach

Install application for Bill Smith

Android Windows
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Secure Connectivity Requirements

e User-friendly Ul
(SSO, Network selection, Usage)

e Cross-technology roaming support
(WWAN, WLAN, Ethernet, dial-up)

e Session persistence

e Highly secure VPN
(IPSec, SSL, Active Directory, Radius)

e Access control and remediation

e Remote software and device
management

e Integrated diagnostics and
reporting
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Managing HotSpots and Data Plans

 Proactive Alerts
_ Access/User Controls
- Roaming
- Battery
- Coverage
- Data Usage
_ Service Plan

- Diagnostics

- Tethering Controls
_Jailbreak prevention
_ Application black-list
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Self Service Reduces Support Costs

« GPS Locate
- Lock/Wipe
- Backup

- Configure

- View History

« Personalize
« SMS Access
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