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History of Airport Security

Date Event Counter Measure

1970s String of hijackings
using guns and
knives

Metal detectors
installed

Sept. 2001 9/11 attacks TSA takes over
airport security, no
box cutters allowed

Dec. 2001 Shoe bomber
attempt

Passengers must
take off shoes at
check points

Aug. 2006 UK gel threat 3 – 1 – 1
(3 oz., 1 qt., 1 bag)

Oct. 2010 Cargo plane threat Printer cartridges no
longer permitted

Nov. 2011 Customer opt out of
new check point
scans

Enhanced pat
downs

Source:  451 Group





IT Security Need to Evolve
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Technology is Part of our Lives



The Risk of Mobile

The convenience and functionality of
these and other similar devices will
drive widespread corporate adoption
and security will once again find
itself rushing to catch up.

Verizon Data Breach Report, 2011



The Risk of the Cloud

We are often asked whether “the Cloud”
factors into many of the breaches we
investigate. The easy answer is “No—not
really.” It’s more about giving up control of
our assets and data (and not controlling
the associated risk) than any technology
specific to the Cloud.

Verizon Data Breach Report, 2011



The Impact of Cloud and Mobility

 More data accessible by more
people via more devices

 Whose hand is the device in?
 Can you trust that they are

who they say they are?
 “Identity” is more than who
• It includes what you are

doing, and to what
 Introduces exposure on

accessibility to critical data



A Focus On Risk

What do you need to
protect?

How do you control
ACCESS?
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The Complexity of Access

Cloud App Adoption
Virtualization

New App Roll outs
System Upgrades
New Infrastructure

Credentials Privileges

Assets
Equipment

Hiring
Promotions
Transfers
Termination
Project Teams
Customer Acquisition
Customer Management

Reorganization
New Product Intro

Union Strikes
Merger & Acquisitions

Geographic Expansion
New Partnerships

SOX
HIPAA
GLBA
PCI
Basel II



Top Internal/External Audit
Findings

Source: 2010 Deloitte Global Security Survey, Financial Services

• Access related issues
are a top audit finding

• Excessive or
unmanaged access
equals increased
enterprise risk

• Audit findings are
increasing







Ensure the Right
People…

To the Right
Resources…

…and are doing the Right Things with it!

Have the Right Access…

Internal &
External Users

Access Assurance



Access Assurance Components

• Translate business policy into
access policy

• Manage policy lifecycle
• Assess effectiveness of policy

• Discovery
• Identify access risk
• Evaluate risk
• Prioritize action
• Analyze trending

• Create access
• Disable access
• Remediate access
• Privileged checkout

• Access certification
• Access reports
• For  entitlements, data

access, and activity
• Usage outliers

Identity
Data

Entitlements

Activity
Policy



Deeper Level Understanding
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Deliver the converged business
interface for access

 Organizations need an
“enterprise” view

 Cloud and mobility will not
eliminate the legacy
enterprise infrastructure

 Single business processes
for:
• Hiring/firing/on-

boarding
• Auditing/ certification
• Analysis & planning
• Real-time access

ENTERPRISE

MOBILE

CLOUD



So how do you “manage” access risk?

Be clear – you are managing risk, not eliminating it!

SETTLE

Mitigate

Accept

Insure

COMMUNICATE

Connect to
business risk,

time and money

Visualized as
individual and
aggregate risk

UNDERSTAND

Identify

Assess

Prioritize

ACCESS RISK MANAGEMENT
• Comprehensive, coordinated set of detective,

preventative & compensating controls

• Access Intelligence to make decisions


